Subject: Urgent: Important Security Alert — Google, Apple, and Microsoft Accounts at Risk
Attention,

For those of you who were able to join me this past Saturday at the Stop the Scam
workshop, you are already aware of the recent, serious hack involving Google, Apple, and
Microsoft account details. However, this issue affects a vast number of people, and |
believe it’s important to get the word out.

This situation is serious. If you have accounts with these companies, or with other major
online services, your information may be at risk. Below, I’ll outline the steps you should
take immediately to protect yourself. If you are unsure of how to follow these steps, please
reach out to someone with the technical experience to help you.

You are at risk. Please take this seriously and act now.

The recent announcement about a massive data breach involving over 184 million
passwords for accounts at Google, Apple, Microsoft, and many other online services is
authentic. Cybersecurity researcher Jeremiah Fowler discovered a publicly accessible,
unencrypted database containing these credentials, which included not only email and
social media accounts but also sensitive data for banking, health, and government
portals123. The data was likely collected using infostealer malware, which harvests login
information from infected devices234.

What You Should Do
1. Change Your Passwords Immediately

o All affected accounts: If you have accounts with Google, Apple, Microsoft, or any of
the other services mentioned (such as Facebook, Instagram, Snapchat, or banking
sites), change your passwords as soon as possible7.

¢ Unique passwords: Use a unique, strong password for each account. Reusing
passwords across multiple sites increases your risk if any one account is
compromised?8.

2. Enable Two-Factor Authentication (2FA)

¢ Add extra security: Activate 2FA on all accounts where available. This makes it
much harder for attackers to access your accounts even if they have your
password?.

3. Monitor Your Accounts
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Check for suspicious activity: Regularly review your account activity for any
unauthorized access or unfamiliar transactions.

Set up alerts: If your bank or email provider offers alerts for unusual activity, enable
them.

4. Be Vigilant Against Phishing

Avoid suspicious links: Do not click on links in emails or messages asking you to
verify your account or reset your password. Instead, type the website address
directly into your browser6.

Use antivirus software: Keep your devices protected with up-to-date antivirus
software6.

5. Consider Additional Security Measures

Credit freeze or fraud alert: If sensitive personal information was exposed (such as
your Social Security number), consider placing a fraud alert or security freeze on
your credit reports?.

Data removal services: Consider using automated data removal services to help
keep your information off data broker sites6.

What to Tell Your Friends

Inform them about the breach: Let them know that millions of passwords for major
services have been exposed and that they may be at risk.

Advise password changes: Encourage them to change their passwords for all
affected accounts and to use unique passwords for each service.

Recommend 2FA: Suggest they enable two-factor authentication wherever
possible.

Warn about phishing: Remind them to be cautious of phishing attempts and to
avoid clicking on suspicious links.

Encourage monitoring: Advise them to monitor their accounts for unusual activity.

This breach is significant and puts a large number of users at risk for further scams and
identity theft. Taking these steps can help protect your and your friends’ digital security347.
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